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About the course Attacking Defending AWS TryHackMe

Course Presenter : Tyler Ramsbey

Attacking & Defending AWS [TryHackMe] course provides hands-on training on securing and exploiting Amazon Web
Services (AWS) environments. Explore various security vulnerabilities, misconfigurations, and attack techniques specific
to AWS. Learn how to secure AWS resources, configure access controls, and implement best practices for protecting
cloud infrastructure. Enhance your skills in both offensive and defensive aspects of AWS security with Attacking &
Defending AWS [TryHackMe] course and gain valuable expertise in securing cloud environments. Tyler Ramsbey

Computer Science Category's Courses

Course Lesson(20)

Lesson 1 : AWS Cloud 101 Attacking Defending AWS TryHackMe Part 1

Lesson 2 : AWS Basic Concepts Attacking Defending AWS TryHackMe Part 2

Lesson 3 : Introduction to AWS IAM Attacking Defending AWS TryHackMe Part 3

Lesson 4 : IAM Principals Attacking Defending AWS TryHackMe Part 4

Lesson 5 : IAM Permissions Attacking Defending AWS TryHackMe Part 5

Lesson 6 : Resource Policies SCPs Attacking Defending AWS TryHackMe Part 6

Lesson 7 : IAM Credentials Attacking Defending AWS TryHackMe Part 7

Lesson 8 : The Quest for Least Privilege Attacking Defending AWS TryHackMe Part 8
Lesson 9 : STS Credentials Lab Attacking Defending AWS TryHackMe Part 9

Lesson 10 : AWS S3 Attack and Defense Attacking Defending AWS TryHackMe Part 10
Lesson 11 : Amazon EC2 Attack and Defense Attacking Defending AWS TryHackMe Part 11
Lesson 12 : Amazon EC2 Data Exfiltration Attacking Defending AWS TryHackMe Part 12
Lesson 13 : AWS VPC Attack and Defense Attacking Defending AWS TryHackMe Part 13
Lesson 14 : AWS Encryption Services Attacking Defending AWS TryHackMe Part 15
Lesson 15 : AWS VPC Data Exfiltration Attacking Defending AWS TryHackMe Part 14
Lesson 16 : AWS Lambda ft KaliMax Attacking Defending AWS TryHackMe Part 16
Lesson 17 : Lambda Data Exfiltration Attacking Defending AWS TryHackMe Part 17
Lesson 18 : AWS API Gateway ft KaliMax Attacking Defending AWS TryHackMe Part 18
Lesson 19 : AWS TIAM Initial Access Attacking Defending AWS TryHackMe Part 19

Lesson 20 : AWS TAM Enumeration ft KaliMax Attacking Defending AWS TryHackMe Part 20
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Linear Algebra for Computer Scientists
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